
Ha ocnony rrJrarra 8. 3arona o uu([opl,raquouoj 6eg6eAuocru (,,Cn. rJIacHrrK PC" 6p'

612016, 9412017 v.7712019), tulaHa Z. ypeili o 6lrnxeu ca'qpxajy llpanunuura o 6eg6e'{Hocrll

un(poprvraulroHo-KoMyHlrKarlrroHllx ,"ttatu oA noce6nor zuataja, HaqIIHy IIpOBepe

un(lopnaaqlroHo-KoMyglrKarlr(oglrx cllcTeMa oA uoce6nor snavaja u ca4pxajy uaneruraja o

rrpoBepfi ran(poprrlaUroHo-KoMylll'IKaq]IoHor cl{creMa oA uoce6nor snauaja ("Cl' rrracHr,rK PC"'

Ap. gitZOt6), .urana 31. Cratyra JKII llyrenu Pt"l? a Ha rlpeArlor MpeKropa y cruaAY ca

raqKoM llqnaHa 35., Craryra JKfI Ilpenu Parurca, Ha4sopuu o46op JKII flyrenu Pamxa, Ha

ceAHllqu o4pxanoj 1Lala 27.01.2021' roAur{e AoHoc}I

TIPABI,IJIHI4K
oEE3BEAHOCTI4I4HOOPMAqI'IOHO-KOVIyI{I4KAIII4OHIIX

CI4CTEMA Y JKTI fIYTEBI'I PAIIIKA

I Onwme odPed6e

rl.rran 1.

onuru [paBruHuKOM Ce yTBpbyjy Mepe 3,amTI'ITe, IIpIIHIILIIIU, HaqLIH I',I flpoqeAype

[ocTI,I3aIba I[ oApxaBalba aAeKBaTHoI HlIBoa 6es6eAHocru unlpopMaU]IoHo-KoMyHI'IKaqI4oHoI

cucrcua JKII flyrenu PauKa (V AaJBeM reKcTy: I'IKT ctlcteu), Kao vr onna[rherra n

oAfoBopHocrlr y Be3lr ca 6e6e4nomhy II pecypcllrr,ra I4KT cllcreMa roju ropuctu JKfI flyrenu

Paura.
Mepe rponrcaHe oBrrM rrpaBr.rnrruKoM ce oAHoce Ha cBe ceKrope JKfI llyreru Parura, na

cBe 3arrocJreHe - KoplIcHIIKe 
""6optut[tlK]Ix 

pecypca, Kao ]I na rpeha nuqa roja KopllcTe

nn$oprr,rarraqKe pecypce JKII flyrenu Paura'
Heuorurosu*a o,qpal6u onor npaBunHllKa IIOBJIaqI{ 3aKOIICKy oAroBopHocT 3tlIIOCJIeHor-

KopLIcHlIKa un(loprr,raurqKl'rx pecypca JKII flyrenu P4rrrKa'

rlnan 2.

floje4nnu repMlrnll y cMI{cJIy o he suaqerce:

1) oneparop je JKII flyrenu ParrrKa oje 4elaruocru' o4nocHo 3a

o6an.rrarre [ocJroBa Hs cnoje HaAnexHocrI'I' Kop

2) VIKT cucreu je rexrroJroulKo-opragll3aql'Ioua qenllua roja o6yxnara:

- eJreKrpoHcKe KoMyHlrKaqr,roHe Mpexe y cMucny 3aKOHa rojn ypebyje eJIeKTpoHCKe

rorr,rynuraquje;
- ypefaje }rnu rpyre rr,refyco6no IIoBe3aHlIx ype\aja, raKBlIx [a ce y oKB]Ipy ypetlaja,

oAHocHo y oKBr.rpy 
^dup.* j.r"o. I,I3 fpyfle ypetlaia, Bplrr aytoMarcKa o6pa"ua rloAaraKa

ropumhemeM parryHapcKor [porpaMa;
- rroAarKe no1" ,. uoxparryjy, o6pabyjy, uperpaxyj y krnrl' rlpeHoce nouohy cpeAcraBa I'I3

rrpeTXOAHlrX noATatlaKa OBe TaqKe, A y CBpxy 16IIXOBOT paAa, y11grpe6e' 3aIUT]IT9 uJIu

oApxaBarsa;
- opraHn3aqrroHy crpyKrypy ryreM roje ce yrpaBJba ?IKT cucreuou;
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4) unr[oprraaqroH_? qes6e4uocr rpeAcraBJba cKyrr rraepa roje ouoryharajy Aa roAarln rojurraa
ce pyryje ryreM ZKT cncreua 6y4y aarrrlqfissy oA neosnauhe"o. ,rp*ryrra, Kao Lr Aa ce
3amTlITlI lIHTerpnTeT' paCnOJIOXIIBOcT, ayT€HTI4IIHOCT II HeIIOpOqLIBOCT TLrx'rIOAaTaKa, ga 6u raj
crlcreM Symqnonrcao KaKo je npegnufeuo, ra4a je npe.qnufeuo n rroA KoHTpoJroM
ograrrrhenl,Ix JrI,Iqa;

5) rajnocr je cnojcrno roje suauu Aa rloAaraK nnje 4ocry[arr HeoBnarrr[ss1114 Jrr,rrlrMa;
6) uHrerpzrer 3uaqu otryBaHocr LI3BopHol cagpxaja r.r KoMnJrergocr[ rroAarKa;
7) pacuono)K'IBocr je crojcrno roje suawt 4a je n-o4araK Aocryrrau u ynorpe6Jbr,rB Ha 3uxreB

osnarrheHzx rrlrqa oHAa KaAa nu je uorpe6au;
8) ayrenrr'rqHocr je cnojcrno roje sna.rn.qa je Moryhe rpoBeplrrr{ r,r uorBpArru ga je rroAaraK

crBopno rrJrlr rocJrao onaj sa rora je AeKJraplrcaHo 4a je ry paArby r.r3Bpuruo;
9) nenopeql4Bocr npeAcraBJba cnoco6noct Aorag""arba Aa ce AoroAr,rJra o4pelena papr1;aunn

4a je uacrynuo o4pefeun gonrlaj,raKo Aa ra HaKHaAHo nuje rraoryhe nop.n"i
l0) pnsnx 3HaqI'I uoryhnocr HapyrlaBalba anQopruaqrone 6es6ea"orrr, oAHocHo ruoryhnocr .y

HapyIIIaBaIba rajuocrn, I'IHTerpI'ITera, pacrroJloxlrBocrr{, ayreHT}rrHocr}r r,rJl}r Herropeqr,rBocrlr
rroAaraKa Lrnr.r HapymaBarsa lrcrpaBHor (fynrquonlrcarBa I4KT czcrerua;

ll)ynpan$arre pI'I3r4KoM je cllcreMarl,IqaH cKyn Mepa rcoju yr<ryvyje rrJraglrpuuie,
opraHl'l3oBalbe I'I ycMepaBarbe aKTLIBHOOTE KaKo 6n ce o6es6e4rno Aa pr{3grlr.r ocraHy y
[pon[caH]rM r.r [p]rxBaTJb]tBLrM OKBr.rpr,rMa;

12) wrnlngenr je yHytpatnma ulrvI crloJbHa oKoJrHocr r,rnr goralaj rojuu ce ylpoxaBa rr1rlr
HapyuraBa nu(popuaqnona 6eg6eAHocr;

13) ruepe 3allrrr{Te I'IKT cucreMa cy rexH}rrrKe }r opran}r3arl}roue Mepe 3a yfipaBJbarie
6es6egnocur,rM pr43r,rqnrr,ra ZKT clrcreMa;

14) "tajnu no4arar je noAaraK oju je, y cKnaAy ca rpom.rclrnaa o rajnocrrr rroAaraKa, ogpelen
r.r o3HaqeH o4pefenuna crerreHoM rajnocrz;

15) ZKT cllcreM 3apa,q catajnuu noAaIILIMa je I4KT clrcreM rojz je y cKrraAy ca3aKoHoM
ogpefen 3a paA ca rajHrau rroAarlr,rMa;

l6) KoMrrpoMr{ryjyhe eneKrpoMarnerHo 3patrerbe (KEM3)
eJreKrpoMarHerne enaucnj e IIp]rnnKoM rrpeHoca, o6p44e r4Jr[ rryBarba
r,r aHalrr,r3oM ce Moxe orrpr,rrrr ca4pxaj Tr,rx floAaraxa;

rrpeAcTaBJBa HeHaMepHe
noAaraKa, .rnj r.rru npnj euorra

17) xpunto6es6e4nocr je KoMnoHeura zn([opuaq]rone 6es6e4nocrz rcoja o6p<nara
e

Pl aKao;
19) npnnrorpaOcq npozsno4 je co(prnep urruypetlaj nyreM Kora ce Bprru KpLtrrro3arrrrr.rra;
20) npunrouarepnjanlr cy Kpl{nrorpa(fcxu tpo"."b.{", rroAaqr, rexHrrqKa 4oryneuraquja

Kao n o4ronapajyhu Kpr4rrrorpaQcru xryrenIE;
npocrop l,rm.r rpocropzja y rcojoj ce, y cKJra,qy ca fipofi]rcriMa o
u uynajy rajnn rroAarlu ;

22) un(popuaqnona 4o6pa o6yxnarajy roAarKe y .qaroreKaMa H 6agava rroAaraKa,
trporptMcKrl KoA: ronQnrypaqrjy xapABepcKI,Ix KoMrroHeuara, TexHLttrKy Lr Koprrcgr,rrrKy
AOKWEHTAIIT,TJY, YTTYTPAIIIIbE OIIIIITE IPABI,IJIHI,IKE, IPOIIEAYPE lI CNUqHO;

23) VPN (Virtual Private Network) je ,,npranarna" r<or,ryru,rxaqlroHa Mpex(a roja orrroryhana
KoplIcHlIqlIMa Ha pas4nojennnr noraqujar,ra Aa rlpeKo janne Mpexe jejnocraBHo o4pxanajy
sanrruheny nouylruraqzj y;

24) MAC 4Apeca (Media Access Control Address) je je4r.rncrnen 6poj, xojrana ce Bpr111a
r.r4eurrQ zraqrj a yp et1 aj a Ha Mpelrlr ;
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25) Backupje pesepnna ronuja roAaraKa;
26) Download je rpauc0ep roAaraKa ca rleHrpirJrHor panyH apa vnu

JIOKaJTHT{ parryHap;
web npesenraqr.rje ua

27) UPS (Unintemrptible power supply) je ypefaj 3a HerpeKu4uo nanajarbe eneKTpr{qHoM
eHeprzjou;

28) Freewareje 6ecnnarau coQrnep;
29) Opensource co(frnep je co$rnep orBopeHor KoAa;
30) Firewall je ,,sauturHn 3r4g" oAHocHo cI,IcreM rrpeKo Kora ce Bprura HaA3op r,r KoHTponr{rrre

[poroK l'In$opn'raqzja rasrvrely JIoKaJIHe Mpexe 14 r.rHTepuera y rl]rJ6y o"eono"yhaua*a
3noHaMepHI,IX aKTIIBHOCTLI;

31) USB rElrE Qnem rrteuopuja je cnoJbamrbr,r rrae4ujylr 3a cKJraAr{rtrrerre roAaraKa;
32) CD-ROM (Compact disk - read only memory) ce Koprrcrr.r xao ue4ujw 3a cH7Marbe

rroAaraKa;

33) DVD je orrl{rIKI'I AI{oK BI4coKor KaJraqurera roju ce Kopr.rcrrr Kao rrae4zjyu sa
cKJraAr{rrrTerbe [oAaTaKa;

34) HagneNnu cy6jenr I,IKT czcreMa-nr{rle o4pefeno o,q crpaHe Ar{peKropa uperyseha.

II. Mepe 3atamume

rllan 4.
Mepaua 3altrrl4re ZKT crcreMa ce o6es6elyje npenenquja oA HacraHra r,rHrlr.rAeHara,

oAHocHo npenenquja n MTIHIIMI{saqrja rlrrere oA r,rHrlr4AeHara rojr,r yrpoxanajy Bprrrerbe
HaAne)KHocrra u o6an6arbe AeJIarHocrLI, a noce6no y oKBlrpy [pyxar6a ycny-a Apyrr,rM n]rqLrMa.

rl.rran 5.
CeaKz 3anocJreHI'I-KoplIcHI,IK pecypca ?IKT cr,rcreua je oAroBopaH sa 6es6e4nocr

pecypca ZKT czcrerua roje Kopl4crlr pagu o6anrzuba nocnouaticnoje 
"uA.i.*"o.r".3a xourpony lr HaA3op HaA o6annamerrr [ocJroBa 3arrocJreH]rx-Kopt4cur4K4, y q]rJ6y

3aIrITI'ITe r 6eg6elnocrz I4KT cucreMa, Kao r,r sa o6anrbarbe [ocJroBa us o1nacru 6es6eA'ocrpr
IlerroKyrrHor I,IKT crcreMa JKII rlpesrl parrrKa HaAnexno je rzqe roje oApe4r.r Ar,rpeKrop
npegyseha, arco nvje apyravrje oApebeno.

{.lran 6.
fIoA uocloBr.rMa u3 o6nacrn 6es6eAuocrr,r yrnpfyjy ce:

- trocJIoBI'I 3zurrrl'ITe zn(foprr,raqrloHlrx go6apa, oAHocHo cpeAcraBa r4MoBr,rHe 3a HaA3op HaA
rrocJroBHLtM rrpoqecvMa oA snaqaja sa zH(fopuaqlroHy 6es6eAHocr
- [ocJIoBI'I ylpaBJbarbe pI'I3I4III'rMa y o6lacrv nnQopuaq]roHe 6es6eAuocrr,r, Kao r,r uocnoBr.r
upe4nzf eHu rrporleAyp aMa y o6nacrz unQoplaaqrone 

-6es6eAHocrr.r

- IIocJIoBLI oneuoryhanama, oAHocHo cnpeqaBalba neosrauheHe lrJrLt HeHaMepHe r.r3MeHe,
o[rreherra un]r 3Jloyrorpe6e cpeAcraBa, oAHocHo ran(poprraaqproHr{x go6apa ZKT cr,rcrerraa JKII
flyrenz Parura, Kao lr [p]rcry[, LI3MeHe 

"o" oop"-herre cpe4craBa 6es onrrrrrhe6a u 6eg
eua4enquje o roMe
- npaherre aKTLtBrrocrI'I, penuszje v Ha,43opa y oKBHpy ylpaBJbarba ranlpoprraaqlroHoM
6es6e4nourhy
- o6aneruraBarbe HaAnexHLIx opraua o lrHrlr.rAeHTr.rMa y I,IKT cvcreMy, y cKJraAy ca [ponLrcr,rMa.
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V cryvajy lrnrluAeura pyKoBo.u,rJrarl ceKropa o6aseutaBa ArlpeKropa npe4yseha roju y
crnaAy ca fipo[r4cr.rMa o6anenrrasa HaAJIe)KHe opraHe y IInJby peilraBalba Hacrulllor

6eg6eaonocnor uHulIAeHTa.

O,qronopnocrrr KopncHrrKa 3a 3amrrrry corrcrBeHrrx cpeAcraBa 3a ayreHrnQuraqnjy

9.naH 9.
Kopucnn.xu HzIJIoF ce cacroju oA KoplIcHLIqKor rIMeHa lI no3IlHKe.

Kopucuu.n<o lrMe ce Kpelrpa rro Marp]rq]r prMe. upe3l4Me, JIarI{HrIqHurra urcrr,roru 6eg

ynorpe6e cJroBa b, x, s, b, h, e, r;, [. Yuecro oB]Ix cJroBa Kopl4cre ce cJIoBa u3 cJleAehe

ra6ene:

hupuruuna
CJIOBA

Jlarunz.nra

CJIOBA

t) dj

TT z

Jb lj

Tb nJ

hr .I, ilr c

u dz

Jlosmffia Mopa sia caapxu Mr,rHr{MyM rrrecr KapaKrepa rou6nnoBaHl{x oA Marlux ?I

BeJrrrKrlx cJroBa u qnQapa.

Jlognura He cMe Aa caApxlr nperro3narJblrBe rroAarKe Koprlcurrra I4KT cllcreMa.
Aro xopuurux I,IKT clrcreMa lrocyNfrba Aa je Apyro n[IIe orKpnno rberoBy no3uHKy

ayxan je Aa o roMe oAMD( o6asecrv Ha,qJIe)KHlr cy6jerr ZKT cucteua.
Kopvcuur IrIKT cncterr,ra,4yxan je Aa Melba Jro3tIHKy y cKn4Ay ca norpe6aua.
Heosramheno ycrynarbe Kopr,rcurrrrKor H.lJrora ApyroM Jr]rqy [oAJre]Ke Al{cqnulrancroj

oAroBopHocTlr.
3a nocnose lrcBprueHe no4 o4pelenr,rM KoplrcHlrrKlrM lIMeHoM I{ no3}rlrKoM oAroBopaH Je

Kopr{cH}rK I,IKT cucrerr,ra rojerra cy AoAeJbeHI,I.
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III llpednem, Mepe u cyfjexmu 3atamume IIKT cucmeMa

llpeqrvrer 3altrTlrre IIKT crcreMa

Ilnan 10.

flpe4rr,rer 3arIrrI,ITe I,IKT cucreMa cy:
- xapABepcxe u coSrnepcKe KoMroHeHTe I'IKT crcreMa,
- rroAaqrl roju ce o6pabyjy utruvyrlajy Ha KoMnoHeHraMa I4KT cucteua u
- Kopr,rcHlrqKlr Hruro3kr u rpyrr4 rroAaqu o KopI4oHIIIILIMa nno([oprr,ratr.rKux pecypca ZKT

clrcTeMa.

Mepe n cy6jercrn 3altrTrrre IIKT crrcreMa

Ihan 11.

Mepe lpon]rcaHe oBfiM rrpaBr4JrHr,rKoM ce oAHoce Ha cBe ceKTope Oueparopa, Ha cBe

KoplrcHnKe I,IKT cncrerua Oueparopa, Kao r{ na rpeha nuqa xoja Kopllcre uu(poprraatuure

pecypce Oneparopa.

{;nayg 12.
Meparvra 3arrrrlrre ZKT cucreua Oueparopa o6es6ebyje ce rpeBeHqLrja o.q HacraHKa

r,rHqr,rAeHara, oAHocHo npenenqnja r{ M}rHplMI,Isarlnja rlrrere oA I,IHII[.qeuara rojr yrpoxanajy
Bprrrerbe HaAJre)KHocu ra o6asJbarbe AenarHocrfi, a noce6no y oKBI,Ipy [pyxarba ycJryra ApyrI'IM
nuqr,rMa.

Pa4r.r sarnrrare rajuocru, ayreHTr{rrHocrrr }I }IHTerpurera fioAarara, Oneparop Moxe Aa

pa3Morprr ropunheme o4ronapajyhux rr,repa Kpktlrro3zlrlrrl'Ire.

Il.lran 13.
floclone ug o6lacru 6es6eAHocrr,r I,IKT cucreMa Ouepatopa o6anna HaAJIe)KHlr cy6jerct

I4KT czcrerraa.

Odasese KoprcuuKa

rlrran 14.
Kopnorur IrIKT cucrenr4 je Ayx@H 4a nouryje u cJreAeha npanuna 6eg6eAnor n

rplrMepeHor ropuuhelba pecypca I,IKT clrcreMa:

1) aa roprEcrz nu([oprraar]rrrKe pecypce ]IcKJbyrrI4Bo y rocnoBue cBpxe;

2) rc rplrxBarr Aa cy cBrr rroAarlu rojv ce cKJraAllrlrre, IrpeHoce utm o6patlyjy y oKBlIpy

r,ru(lopnrarurrKr,rx pecypca Bnacur,rrrrrBo Oueparopa I,I Aa Mory 6urz upe4uer HaArneAarba pr

IIperneAarba;
3) la uocryrra ca [oBepJbLrBktM rroAarlr,rMa y cKJIaIy ca flponrrctrMa, a toce6so [punI'IKoM

KOIILIpaIsa r{ flpeHoca [oAaraKa;
4) ga6ez6eAHo tlyBa cooje Jro3lrHKe y oAHocy Ha Apyra JIlIqa;

5) .ua rr,rerra no3lrHKe carJlacHo ytnplennrrt rIpaB[n]IMa;
6) rc ce, flpe cBaKor yAaJbaBarba oA paAue crztrruqe, o,qjanu ca c]IcreMa, oAHocHo 3arubfla

paIHy craHllqy;



7) rc KopI{crI4 DVDRW, CDRW n USB eKcrepHe rvrerraopnje na pa4noj craHrrqv caMo y3
o4o6peme HaAnexuor cy6jerra ?IKT cucrerraa;

8) 4a saxreB 3a I,IucraJlaqrjy co(ftnepa prnr4 xapABepa rroAHocra y uncanoj Sopur.r, o4o6pen o4
cTpaHe HaAnexHor pyKoBo.4r4orla;

9) aa o6es6eAr,r clrrypnocr roAaraKa y cKnaAy ca naxehr,rru rporrucr,rMa;
10) aa [p]Icrylra rauQoprrrar]IqKllM pecypcllMa caMo Ha ocHoBy r.r3purrr,rro AoAeJbeH]rx

KoplrcHr,rmIlx [paBa oA crpane Ha.qJrexHor cy6jerra I,IKT cncrerr,ra;
l1) lu He cMe Aa 3aycraBsa pa,q unu 6puue aHTlrBupycur,r [porpaM, Merba rberoBe [oAerrrene

onqrEje Hr4Tu AaHeosfiarrrheHo r,rncraJrr{pa Apyrr auTraBilpycHr.r uporpzrM;
12) rcHe cMe na pagHoj craHI,IIII4 Aa cKJraArlmrra ca{Fxaj rcoju ne cJryxr{ y rocnoBHe cBpxe;
13) ra uspafyje 3aIrIrLIrHe ronnje (backup) rroAaraKa y cKrraAy ca rporucaur{M

nporleAypaMa;
14) ga KopI,IcrI,I Znrepner, Znrpaner u nnrejn cepBr{c Oneparopa y cKnaAy ca rponr{caHuM

rporleAypaMa;
l5) au upplxBarll Aa ce oApelene npcre un(fopuaruqKrrx r.rHrepnenquja o6anrajy y yrnpleno

BpeMe;

16) au npl{xBarl4 .qa cBI{ rlp}Icryru ran$opnaarnrucrrM pecypcr,rMa r.r zn(foprr,raqr,rjarvra rpe6a 4a
6ygy sacnoBaHlr Ha nplrurlr,rny Mr4Hr,rMaJrHe HeorrxoAnocrr,r;

17) rc rpllxBarl,I nncranaqujy rexur.rKa r.r rporpaMa y qr,rJby clrrypHocrz I,IKT crcreMa;
18) au He cMe Aa l{Hcranl,Ipa, MoAI,ISnryje, Ncn-rsyryje ils p4a rlu 6pnrue 3arrrrr,rrH}r,

CI,ICTeMCKII I{JII{ anJII,IKaTI,IBHI,T COQrnep.

IV llojeduHaqHe Mepe 3atamume

@ngnqrca 3amrrrra objexara, npocropa, npocropnja oAHocHo 3oHa y xojuvra ce HaJra3e
cpeAcrBa rr AorcyMeHrLr IIKT crrcreMa n o6pa[yjy rroAarlu y I{KT cncreMy

Ilran 16.
flpocrop y KoMe ce HzIJIzr:e parryHapu sa noleme 6asa noAaraKa r{ rleHTpannr.r paqyHap

(cepnep), MpexHa uIwI KoMyHHKaIII{oHa onpeMa I4KT crrcreMa, opranzsyje ca Kao
aAMr.rHr,rcTpaTlrBH a 3 oH a.

9.nan 17.
Vnar y upoctopujy y xojoj ce HaJIa3lI I,IKT onpeMa, Ao3BoJben je cauo 3anocneHr.rMa y

HaAnexHoM cy6jer<ry I4KT cucreua.
Ocuu Jllrqa lr3 craBa 1. onor rulaHa, rlprrcryrr aAMuHlrcrpaurnnoj 3oHr{ Mory vrwa"rn 14

rpeha JrI,Iqa y qrIJBy Llucraraquje r cepBucnpar$a ogpefenr,rx pecypca ZKT czcreMa, a no
rperxoAHorra o4o6perry Ar4peKropa upe4yseha.

Cepnepu lI aKrI,IBHa Mpexua orlpeMa (switch, modem, router, firewal), rr,ropajy cranHo
6nru npHxrfreHr,r na ypelaje 3a HerrpeKr,r4uo uauajame - UPS.

Y clyuajy HecraHKa eneKrprrlHe eneprnje, y reprory AylKeM oA Karrarlurera UPS-a,
osrauheHo nzqe je Ayxuo Aa rrcKJrfrr,r oupeMy y cKnaAy ca nporleAypaMa rrpor,r3nofava
orrpeMe.

Y cnytajy I{3norlrer6a olpeMe r.r3 rpocropnje us craBa 1. osor rrJraHa paAr,r ceJru,q6e utu
cepBl,Icllpalba, HeorlxoAno je o4o6perbe ArpeKropa upe4yseha xoju he oApeAr.rrr.r ycnoBe, Haqr4H
lr MecTo r,r3Holrerba olpeMe.
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Aro ce oupeMa I43HocI4 paAI,I cepBucnpausa, uopeA ogo6perra Ar.rpeKTopa npe4yseha,
uorpe6uo je caunuuru 3arrilcnnK y KoMe ce HaBoAr,r Hrrlr{B pr rurr ofipeMe, cepnjcru 6poj, na:un
cepBr.rcepa, r,rMe Lr [pe3uMe osrauhenor Jruqa cepBr.rcepa.

Yronoponr ca cepBl,Iceporu o6anegHo ce 4e$r.rHr.rue o6asega 3arrrrr,rre rroAaraKa nojz ce
Harra3e ua ue4njranaa rojz cy Aeo I4KT pecypca Oneparepa.

BesdeAuocr paAa Ha AaJbrrHy u ynorpe6a pro6r.r.nnux ypefaja

rl;ran 18.
HeperncrpoBaHlr KopI,IcHI4III,I [yreM uo6nnnrax ypetlaja Mory rpucryrrkrru cneAeh-nnr

pecypcr.rMa IrIKT czcreua Oneparopa: Znrepnery, e-mail cepnracy pr web site-y.
Kopncuuqu I4KT crlcreMa, Mory rryreu uo6znnzx ypefaja r4nr.r paqyuapa, nojn cy y

BJIacHlIruTBy Onepatopa v xojr cy IroAerrreHr.r oA crpaHe HaAne)KHof cy6jer<ta ZKT cncreMa, Aa
nprEctynajy caMo oHI{M AenoBI,IMa ZKT cucrerua roju ru orr,roryhanajy o6asJ6arbe paAuux
3%araKa y oKBlIpy IbI{xoBe HaAnexHocrr.r Kao rrrro cy eneKTpoHcKa fiomra, tojegune
anruraquje Be3aHe ga o6asJbarbe rrocJra r.r Apyro.

Mo6ulnu ype\aju uopajy 6r.Irr.r no4emeHr{ raKo Aa ouoryhe curypaH w 6es6egau
rpl'Icryr, y3 aKrlrBaH o4ronapajyhu co(frnep 3a 3ilrrrr,rry oA Bzpyca lr Apyror 3JronaMepHor
co(frnepa.

Kopucunr<y I,IKT cucreua je sa6parrena caMocruurHa rancralaquja coQrnepa lr
IroAeruaBarbe uo6unnor ypefaja, Kao r{ AaBarbe ypetlajaueouarrrheHr,rM Jrr{rl}rMa.

rl.nau 19.
flplrcryn pecypcllMa I,IKT cr.rcreMa ca rplrBarHor ype\aja nuje 4osnoJbeH, ocrrM

ypebaj y Bnacnr.rurny Oneparopa orureheu u nuje o6es6efena 3aMeHa.
Cauacnocr Ha Kopntrrheme upunarHor ypellaja y cny.rajy v3 craBa 1. onor vnana 4aje

AlrpeKrop.
Eua4euqujy upLIBarHI,rx ypefaja ca rojux he 6uru ouoryhen rpr4cryrr BoAH HaAnexHr,r

cy6jerr IIKT cucterraa.

tlrran 20.
flpznarnz ypetlaju ca rojnx he ce rprrcryrrarr.r pecypcuMa I,IKT cucreua rrropajy 6zru

noAerrreHn oA crpaHe HaAnexHor cy6jerra I,IKT czcrenra.
Ilpunatuu ypelajn ca rojux ce Moxe rpr4cryrrarr{ pecypcurraa I,IKT crrcreMa Mory ce

KopI{crI'ITI'I caMo 3a o6anrarre nocJloBa y HaAnexnocr}r Kopr{cu}rKa I4KT cvcreMa r.r ro caMo y
ilepproAy xa4a nnje ruoryhe Kopr,rcrr{rr.r ypebaj y BnacHr,rurny Oneparopa.

HaAnexuu cy6jer<t ?IKT crnctenra je ApKaH Aa, rrpe upe4aje ypellaja onrarrrftsss14
cepBl'Icy, YPa.Ara backup rloAaraKa Itoju ce HaJruBe y uo6nnnou ypefajy, a rroroM lrx o6pzme us
ypetlaja, a Aa ro r{3BprrreHoM cepBr,rcrpatry Bparr,r rroAarKe y uo6unnn ypebaj.

3arurnra Hocaqa rroAaraKa

{naln2l.
Ilo4aqu roju ce HzIrIa3e y ZKT cucreMy rpeAcraBJbajy rajun roAaraK roju je, y cKnaAy

ca Ilpouucnua o rajnocrr{ [oAaraKa, o4pefen r4Jur o3Haqen o4peleuraM crerreuoM rajnocrn.

aKo Je



IIoAaIIt xoju ce o3Haqe rao rajur.r, uopajy 6nru sun.nnhesn y cKnaAy ca o4pe46alra
Ype46e o noce6nzru MepaMa 3aIrITr{Te rajuux noAaraKa y rnu$oprr,raquoHo-
TeneKoMyHr{KarIuoHr{M cv creMHMa (,,Cn. rnauruK PC", 6p. 53 120 | r).

Iltan22.
HaAnexuu cy6jexr ZKT cncrerr,ra he ycnocraBr{rr,r opraHrr3arlrjy rp}rcryna rroAarlr4Ma,

noce6no oHI4Ma roju 6yay o3HarIeHI-I rajur,rrra y cKrraAy ca 3anouona o t4ro"t" rroAaraKa, TaKo
Aa AOKyMeHTI'I ca o3HaKoM rajnoctz Mory Aa ce cHr.rMe, oAHocHo apxunnpajy uJrr.r 3arr[[ry Ha
(pajn cepnepy y OonAepy HaA xojurr,r he npano rprrcryrra vrv,arpr caMo Kopr.rcHr.rrlr4 ZKT cepnuca
rojn ua ro 6y4y krMururpaBo.

,{oryrrtenrn ca o3HaKoM rajHocrIE Moxe Aa cnr{Mri Ha Apyre Hocaqe (er<crepur.r HDD,
USB, CD' DVD), cauo Al{peKrop npe4yseha un}r 3arocne"n'rojer Ar4peKrop npeayseha
oBJracTr.r IIil caHr4 M nyreM.

Enz4eHqIajy Hocatla na xojurr,ra cy cHr{MJbeHr4 rroAarlr4 ca o3HaKoru rajuocrr{, BoAr4
HaAnexnr,r cy6jexr ZKT cncrerraa.

Hocaqu Ha rojuua ce Hulna3e AoKyN[eHTr,r ca o3HaKoM rajnocru uopajy 6r.rrz nponracHo
o6enexenr'r }1 oAno)KeH]r Ha Mecro Ha KoMe he 6r.rru garrrrnherul oA neosranheHor npr{cryrra.

flpulltrou 1pucatta rloAaraKa 3a o3naKou rajuocur ca Hocaqa Ha noj"rr cy ce
ts,aJra3r4lru' TIOAaIIH rraopajy 6zrra uenoBparuo o6pucaura, a aKo ro nuje rrloryhe, TaKBv Hocaqu
rvrop aj y 6uru $uzuqnv omreheHr,r, oAHocH o ynr{trrreHr.r.

3amrnra rroAaraKa rr cpeAcraBa sa o6pa4y noAaraKa oA 3JroHaMepHor coQrnepa

Ilnan24.
3arrrruta oA 3nouatMepHor co(prrepa Ha Mpexu clpoBoAr.r ce y rlr4Jby 3arrrrr4Te oA Br.rpyca

14 Apyre Bpcre 3JIoHaMepHoF KoAa roju y patrytapcKy Mpexy Mory Aocrrerr,r r,rHrepHer
roHerqujoru, email-ou, 3apaxeHr4M rpeHocnr.rM nre4ujzuJ ruSB ueuopraja, CD nr4.),
nHcraraqr,rj oM HenilqeHrlr,rpaHor coQrnepa r cr.

3a ycneuny 3alrrrlrry oA BLIpyca Ha cBaKoM parryuapy ce vHcrzrJrr'pa aHTlrBr{pycHr.r
rporpaM.

3amrlrra nprr Kop[mherry rrHTeprrera

rllan 25.
Y qursy 3amrl4Te, oAHocHo qr.,al.a y ZKT cr'creM Oneparopa ca uHTep'era,

cy6jexr ?IKT cncrerraa je 4yxaH Aa oApx€Ba cr,rcreM 3a cnpeqaBarbe yrraAa.
Pyrono4nolll4 ceKropa Oneparopa oapefyjy rcoju 3ilrrocJreHr{ ul.rajy rpaBo

I4HTepHery paAI4 nplrKyrJralba rroAaraKa r.r ocrrrJrr.rx un@opuaqzja nesanzx sa
rrocJroBa y rrnxonoj HaAnexHocrr.r.

HaAnexur'r cy6jexr ZKT cucreMa Moxe yKr,rHyrr.r rprrcryr r,rHrepHery y cnyrajy
AoKa3aHe 3noyflorpe6e ucror.

Kopncnnqu I4KT cl{creMa rojnua je o4o6peno ropuurheme rrHrepHera Ay}KHr,r cy Aa ce
npu4pNanajy Mepa 3alrrrllre oA Bzpyca rr lrraka ca r,rHTepHera y LIKT c"drer, a cBaKrr parrygap
vuju ce KoprlcHlrK nprarryvyje Ha I{HTepHer Mopa 6nrz oaronapajyhe noAertreH r4 34rrr1sfi9s,
npr4 qeMy noAerrraBarse Bp[rr4 HaAJrexGr4 cy6jexr zKT cucrerrra.

HaAnexHn

IIpr4cTyrra

o6anrrarre



flpunr.rnou r<opr.rurhema LrHrepHera Kopr4cHr{K I4KT c}rcreMa norr,re je ogo6peno
xopumherre LIHTepHera Ayxan je r,rs6eranarr.r cyMrbr.ree WEB crpaHr.rue, y qlrJby crrpeqaBuusa
nucrzrrruparba rpolpaMa rcoju rraory HaHerr{ rrrrery ?trKT cucrerray.

Y cryuajy Aa KopHcHI4K npl,IMerz neo6r,rqno [ouarrTarbe parrynapa, ry nojany je 4yNan
Aa 6eg oAnararba upujaru HaAJre)r(HoM cy6jerry ZKT cucreua.

{sla;u26.
Kopr.Icnmy I4KT czcreMa KoMe je 4ornoreHo Koplruheme uurepnera, sa6parreuo je

rneAarbe Slanruona I{ I{rpalbe r,rrpuqa Ha parrynapr.rMa r,r [perpzDKr,rBarre WEB crpanraqa roje
car{Fxe uopuorpa(f clrvI vr ocritfl]I HeAonHqaH ca4pxaj, Kao ]r caMoBoJbuo rrpey3r.rMarbe r,rcrr{x ca
r{HTepHeTa.

Hnaru27.
HeAogsoJbeHa yflorpe6a ranrepnera o6yxnara u:

- LIHcrulJII,Iparbe, 4zcrpra6yqzjy, orurarrraBarbe, rrpeHoc urrrr Ha Apyru HarrLrH rrr,rrberbe

AocrynHHM ,,[]IparcKI4" Lrrvr Apyrr{x coQrnepcr}rx npor{3Bo4a nojz Hr,rcy n}rqeHrlr4paHr,r Ha
o4roeapaj yhr.r HarrrH ;

- HapylraBarbe cl4rypHocrl4 Mpexe ulru Ha Apyru HarrvH ouerraoryhanarbe [ocJroBue r,rHTepHer
ronaynuraqr.rje;

- HaMepHo Irruperbe AecrpyKTLIBHr{x }r orrcrpyKTr.rBH}rx rpofpaMa Ha r4HTepHery (raurepner
Brilpycu,I'IHTepHer rpojancru KoI6LI, I,IHTepHer qpBr.r rd lpyra Bpcra HeAo3BoJbenux co(prnepa);

- HeAo3BoJbeno ropuurherbe ApymrBeHr,rx Mpex€ r{ Apyrr4x r.rHTepHer ca4pxaja roje je
orpaHr.rrreno oAJryKoM HaAJre)KHor opraua Oueparopa;

- rpey3l,IMarbe roAaraKa y Konl4qr.rHu xoja npoysporyje BeJrr{Ko onrepeheme Ha Mpexu;
- [pey3r,rMarbe ir,rarepr,rj ana 3arrrruheu?rx ayropcKr{M npaBr{Ma;
- ropuuherbe Jrr.rHKoBa roju Hr,rcy y Be3r,r ca [ocnoM;
- HeAo3BoJbeHI{ flp]Icryrl ca4pNajy, [poMeHa cagpxaja, 6pucarre ]rnu rrpepaAa cagpxaja

npeKo r{HTepHeTa.

3aurrnra oA 3Jroyrorpe6e 6erdeAnocuux cla6ocru IIKT crrcreMa

9.nan 28.
HaAlexuu cy6jexr ZKT cucreMa [epuoAr{trno Bpmu aHanr.r3y aKTr{BHocrr,r y qr.rJby

u4enru(f urarlr4j e noreuquj alnr.rx cna6ocrn I4KT clrcreMa.
Yxonnro ce I,IAeHrrIQ"n yjy cna6ocrr,r roje rraory Aa yrpo3e 6es6e4nocr IrIKT crcreMa,

HaAnexHI{ cy6jert I,IKT cracrerrra je 4yxau Aa oAMax r,r3Bprlu rroAerrraBarba, oAHocHo r,rHcraJrr{pa
co(frnep roju he orKJroHlrrr yoqeHe cna6ocrr,r.

3aurrnra orpeMe I{KT crcreMa

Iltan29.
Kouyuzraqr,Ionu ra6noBLI rI r<a6nonr.r sa nanajarre uopajy 6rErra nocraBJbeHlr y 3uA unu

KaHanHI,Iqe, TaKo Aa ce oHeMoryhu seouarrrhen npr4cryn, oAHocHo Aa ce r,r3Bpruu usonaquja.
Mpexua onpeMa (switch, router, firewall), rraopajy ce HanrBr4ruy rack opMaHy (uerarurn

opruan), 3aKJbyqanu.



Berdeqnocr IIKT crrcreMa y c.nyuajy pa3MeHe rroAaraKa

rfuan 30.
floAaqu xojr,r cy o3HarreHu o3HaKoM rajnocrr.r, pasrr,rerryjy ce ca ApyrI{M opraHLIMa,

opraHrrcarlrEjarr,ra lrnlr [paBHr,r nurlr4Ma y cruIaAy ca nor[]IcaHLIM aKToM o pa3MeHI4 rloAaraKa.

Axr ug craBa l. onor rrJraHa caApxn rloAarKe o onnaruheHl4M nlIqLIMa 3a pa3Meuy

rroAaTaKa, Harrr{Hy pa3MeHe noAaTaKa, [paBHLl OKBI,Ip 3a TaKBy BpCTy pa3MeHe, Kao n [paBH]I

oKBrip xojzrvr ce 4e(funurre 3alrrrl,Ira noAaraKa Itoju ce parnrerryjy.

Y.remhe rpehnx Jrrrqa y nocJroBlrrvra I4KT crrcreMa

rfuan 31.
Ha.u.rn fiHcrurJrrparba HoBlrx, 3aMeHa LI oApx€Barse nocroj:hux pecypca IIKT c]IcreMa

oA crpaHe rpehzx nnrla Koja Hr.rcy 3arocoe"a y Oneparopy, penynrure ce nrefyco6no 
\-

3aKJbyqeHI4M yroBopoM.
HaAnexnr,r cy6jerr I,IKT cucreua je 3aAy)KeH 3a rexnnqK HaA3op HaA peanileaqujou

yroBopeHllx o6asega oA crpaHe rpehnx JrI4IIa.

Il.nan 32.
Tpeha Jrr4rla-rpyxaoqu ycnyra n3paAe r{ oApxaBarba co([tnepa Mory rpucrylrllr]I ctlMo

oHrrM roAarllrMa roju ce Hara3e y 6asalra roAaraKa xoje cy 4eo co(prnepa r<oju cy oHI'I

r,r3paAr,rnu, oAHocHo sa roje nocroju yroBopoM ge(franucau flpllcryfi.
HaAreNHr.r cy6jerr LIKT cucreua je oAroBopaH 3a KoHrp ny ilpucryrla 14 Ha[3op HaA

r.r3BprrrerbeM yroBopeHrrx o6ane3a, Kao Ii 3a florlrroBarbe o,qpeA6u onor npaBI{JIHI4Ka rojunra cy

TaKBe aKTr.rBHocrra 4e$unzcane.

rl.rran 33.
HaAlexsz cy6jerr l{KT crcreMa je oAroBopaH sa HaA3op H4A rIoIIrroBaIbeM

yroBopeHr.rx o6asega oA crpaHe rpehux nlrua-[pyxaoqa ycnyra y o6.nacu4 rlollrroBtlrba ogpeg6u

rojurvra je 4e(funncaua 6eg6eAnocr pecypca I'IKT cucreua.

flpenenurBHe Mepe u pearoBane Ha 6es6eAHocHe I{HrIrIAeHTe

9.nan 34.

Y cny.rajy 6uno rar<sof r.rHrlrdAeura roju Moxe Aa yfpo3ll 6eg6eAnoct pecypca I4KT

cr,rcreMa, Kopr.rcHr,rK I,IKT cncrervra je AyxaH Aa oAMtx o6asectu HaAnexHor cy6jerm I4KT

cr4cTeMa. :

flo npujerray upujane craBa 1. osor rr,JraHa, HaAnexGI{ cy6jexr ZKT czcrervra je Ayxan 4a

oAMax o6anecrpr AlrpeKropa u rpeAy3Me Mepe y qI.IJby 3amrllre pecypca tr{KT crEcreua.

Ilnan 35.
Yxoluxo ce paAlr o r{Hrlr.rAeHry r<ojra je 4e(funracan Ype46oM o rocryrlKy AocraBJbalba

lo.qaraKa, Jrr.rcrr{, BpcraMa n snavajy r,rHrlplAeHara I{ flocryrrIty o6aneurraBarba o I,IHIIIaAeHT]IMa y

uuQopuaqlroHo-KoMyHr{KarllroHlrM cr.IcreMltMa oA uoce6nor anauaj (,,Cn. macuur PC"6p.

94116), HaAnexHlr cy6jer<r ZKT cucrerrla je Ayx(im Aa o6asecrl,I AllpeKropa xojn o lIHIIuAeHry

o6aseurraBa Ha,qnexHI,I oprau 4e(f unucau HaBeAeHoM Ypea6orra.
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HaAlexrru cy6jerr i4KT eBI,IAeHuiljy o oBI4M I,IHqI,IAeHTI,IMa' Kao I,I

nprajanar"ral4HuuAeHara,ycKnaAyocHoByroje'uporuBoAroBopHornI{IIa'Mory
.4a ce BoAe AncuI4rIJII4HCKI4, IIpeKp BI4r{HI4 Ilocrynllu'

/

VMepeytllubyofuesfuefieftaRoHmuHyumemao1aenaftanoalayeaupedttuu
oKoItHOCmnMa

rl'rau 36.

Y clyuajy BaHpeAHI'Ix oKoJIHocrLl' xoje MorY {a AoBeAy Ao

3rpaAe JKII fll"renra Parnxa, HaArIexHIa cy6jerr I'IKT cucrerraa je

il;; ;.nou. I'IKT cucreMa HeorxoAHe 3a tfynruuouucane

Lr3MeIIrraIba ?IKT cncreMa I'I3

AyxaH 4a y uajrpaheu pory
y BaHpeAHoj czrYaurljn ua

ptttp"?.X:::qif*t 
crlcreMa rojra HI,cy HeorIxoAHI't sa Qyurquonucalbe y BaHpeAHI'rM

curyaUlljar,.la, cKJIaALIilIre ce Ha p"."p""y n6*tqtly' rojy oApe'Ut A"pe*"op upe4yaeha'

CrlaAururelbe AeJloBa I,IKT ",.,"'u 
*o.i' n'.y HeoIIxoAHH BpI[}r ce Ha HaqI,IH Aa

orrpeMa 6y.Ue 6e:6eAHa I{ o6eleNeua' y cKnaAy ca eBl{AeHulljorr'r roja ce o noj BoAII'

IIPoeePa nKT cucmeMa

Il;ran 37.

flponepy I'IKT cracreMa BpuI{ HaAnexHI'I cy6jerr I'IKT cncreua'

rllan 38.

Ilponepa tr4KT cucreMa ce Bput4 raKo Irlro ce: 
npeABrrfene uepe

1) nponepan a Aa lrlr ce y oneparl4BHoM paAy aAexBaruo nplrMelbyJy

3arrrT[Te r,r flporleAype y cKnaAy au yr"pStnun'r osJ'amhelbl4Ma ]1 oAroBopHocT]IMa' MeTOAaMa

nurepnjya, cr4MyJrarlrje, rocMarpalba, yw]Ila y npe.unnfene esl'IAeHquje v Apyfy

Tilt"ffi;"J1oo".ou 6es6eAHocHux cra6oc'a Ha HI'Boy rexHI'ItIKLIx KapaKrepl'IcruKa

KoMrroHeHTra I'IKT cl4creMa *ttooo*- yBvlta y uza6paYe rpol43BoAe' apxl'ITeKType pelllelba'

TexHrrqKe xouQnrypaunje, rexHUqKe IIOAaTK' o cTaryclltu', tut'"tt o aoralajrarua (lorone)' rao

u MeroAoM Tecrr4parba nocrojarr4 nornuir* 6es6eAso*nzx cla6ocrpr y cnI4iIHI{M OKpyxerbl',IMa'

o useprreHoj uponepu caIII4IsaBa ce u:nerrrraj, rojn ce locTaBJba AI,IpeKTopy npe4ysehe.

H.nas 39.

I4aneruraj I{3 qJIaHa 38' onor [paBrrnHI'IKa caApxI'I:

1) na-:un OneParoPa;

2) ePeue rPoBePe;

3) noAauce o nI4IrIlMa roja cy Bplruna rpoBepy;

4j useeulraj o cnpoBeAeHI4M paArbaMa rpoBepe;

5) sarrsyuKe IIo ru,ITaIby y.*u5.'ocrn IpanuJIHvKa o 6es6e.uHocur ZKT cIIcTeMa ca

Ti1;ffi1rXrI;""TH?r*y aAeKBarHe rpr.rMeHe upe.unufennx Mepa 3arrrr'rre v oreparr'IBHoM

paAy;
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--

,)3aKJbyqKe no nlrTalby eBeHTyaJIH[x 6e36eAHocHI,Ix cna6ocTu Ha HI{Boy TexHuaIK[x

KapaKTepllcru(a KoMTIoHeHTI'I I'IKT cucreua;

8) ouena y*y"tot 
""uou 

t"6opMauuoue 6e:6egnoctlt;

e) nPesnor 1l3l5 
MePa;

10)nornrlcrcojejecupo"tnorpoBepyl4KTcucrerua'

WI f uc tluwtuHcKa o dzo ePruo cm

rluan 40'

Henour:rosarbeoAl:1g1,^::"'.#;l#lr;xd:ffi1"**""f "#nJfl 
ifi,"uH:il"x

floBJIaqI43aKoHcKyoA|oBopHocTKUpnvlrrr.*^.^.Tr
Oneparopa' q.naH 41. -^---r^., o nn rr're)K " -''

Csaroropunherrel,lKTpecypcaoneparopaeauJbeHl,Ixonnaruherra,noAJlexe
trlrcqrrrrrri'croj oAronopHocrr.r .""".i;;t;;j;t "; 

geSnu oAroBop'ocr 3a l{eoBnaurheso

roPuurhene lrMoBlIHe' q n,,n 42.

Koptlcrrnuurr,ra rojra HeaAeKBaTH''"^nop,u,hener,,t 
LIHTepHeTa ysporyjy 3aryuelbe'

npeKr{A y paAy;ffi;n;;anajy 6es6emo"" Mpexe Moxe ce oAy3erI'I npaBo nprcryna'

WII llpena3He u 3asptrrtre odped6e

rrnag 43' 
-- ^Ainon'pnr+-A HB or:racnoj ta6nu

OnajnpanranHl4KcrynaHacHaryocMorAaHaoA4auao6jaeJbl'rBarbaHi

JKfl IIYrenu Pauma'

\G/
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